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earned patent term adjustment. See 37 CFR 1 .704(b). 
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2a )^ This action is FINAL. 2b)D This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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4) ^ Claim(s) U6 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) ^ Claim(s) 1^6 is/are rejected. 
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8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) Q The specification is objected to by the Examiner. 
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Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
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DETAILED ACTION 

1 . Currently pending claims are 1 - 6. 

Response to Arguments 

2. Applicant's arguments with respect to the subject matter of the instant claims have been 
fully considered but are not persuasive. 

3. As per claim 1, Applicant asserts Yanovsky does not teach generating a second key by 
executing a function that uses the first key and additional information (Remarks: Page 3). 
Examiner respectfully disagree with the following rationale: 

• Examiner notes any part of the key elements to derive the first encrypting key is qualified 
as a first key , as recited in the claim because, primarily, a first key is essentially 
originated from its key element and as such a second key which is generated from the 
first key element is indeed also derived from the first key (since the key element is the 
source of the key) to meet the claim language. 

• Examiner notes Yanovsky teaches (a) NORSTj , which is the output from the normal 
state memory, is applied to a function block F k to derive a first key and therefore, the 
current state data NORSTj is qualified as a first key element (b) said NORSTi(i.e. the 1 st 
key element) is subsequently applied to a function block F PR which produces PRi that 
subsequently determines the next state data NORST i+1 (likewise for the 2 nd key now as 
presented above) since the random input of PRi is used as the specified location at the 
contents of the ciphertext bits to determine the new state of the normal state machine 
NORST i+1 (Yanovsky: Figure 2 and Column 7 Line 9-21 and Column 8 Line 1 - 5) and 
accordingly, Yanovsky does teach a second key is generated by executing a function 
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that uses the first key and additional information (i.e. the contents of the ciphertext bits) 
to meet the claim language. 

Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 102 
of this title, if the differences between the subject matter sought to be patented and the prior art are such that the subject 
matter as a whole would have been obvious at the time the invention was made to a person having ordinary skill in the art 
to which said subject matter pertains. Patentability shall not be negatived by the manner in which the invention was 
made. 

4. Claims 1 - 6 are rejected under 35 U.S.C. 103(a) as being unpatentable over Yanovsky 
(U.S. Patent 5,703,948), in view of Rodriguez et al. (U.S. Patent 7,209,559). 

As per claim 1, Yanovsky teaches a method for secure data transmission using multiple 
encryption keys comprising: 

dividing a message object to be encrypted into a plurality of portions, each portion being 
associated with a shift point (Yanovsky: Figure 1 & Column 2 Line 42 - 55 and Column 4 Line 
44 - 55); 

utilizing a first key to encode a first portion of the message object (Yanovsky: Figure 1 & 
Column 2 Line 42-55); 

when a first shift point occurs, generating a second key by executing a function that uses 
the first key and additional information (Yanovsky: Figure 1 & 2 and Column 7 Line 9-21 and 
Column 8 Line 1 - 5, Column 4 Line 45 - 49 and Column 7 Line 61 - 65: Examiner notes any 
part of the key elements to derive the first encrypting key is qualified as a first key , as recited in 
the claim because, primarily, a first key is essentially originated from its key element and as 
such a second key which is generated from the first key element is indeed also derived from the 
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first key (since the key element is the source of the key) to meet the claim language and (b) 
Examiner notes Yanovsky teaches (a) NORSTj , which is the output from the normal state 
memory, is applied to a function block F k \o derive a first key and therefore, the current state 
data NORSTi is qualified as a first key element (b) said NORSTi (i.e. the 1 st key element) is 
subsequently applied to a function block F PR which produces PRi that subsequently determines 
the next state data NORST i+1 (likewise for the 2 nd key now as presented above) since the 
random input of PRi is used as the specified location at the contents of the ciphertext bits to 
determine the new state of the normal state machine NORST i+1 (Yanovsky: Figure 2 and 
Column 7 Line 9-21 and Column 8 Line 1 - 5) and accordingly, Yanovsky does teach a 
second key is generated by executing a function that uses the first key and additional 
information (i.e. the contents of the ciphertext bits) to meet the claim language); 

utilizing the second key to encode a second portion of the message object (Yanovsky: 
Figure 1 & Column 2 Line 42 - 55); 

upon completion of encoding of all of the plurality of portions of the message object, 
transmitting the encrypted message object to a receiver (Yanovsky: Column 2 Line 42 - 55). 

However, Yanovsky does not teach destroying the keys. 

Rodriguez teaches destroying the keys (Rodriguez: Column 7 Line 20 - 21). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Rodriguez within the system of Yanovsky 
because (a) Yanovsky teaches protecting communication data based on the usage of dynamic 
random keys (Yanovsky: Column 2 Line 30 - 41), and (b) Rodriguez teaches an enhanced 
security mechanism by destroying the encryption keys once the content / data message is 
encrypted (Rodriguez: Column 7 Line 20 - 21). 
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As per claim 2, Yanovsky as modified teaches when each subsequent shift point occurs, 
generating a subsequent key by executing the function using a current key and additional 
information; and utilizing the subsequent keys to encode subsequent portions of the message 
object (Yanovsky: see the same rationale of rejection as above). 

As per claim 3, Yanovsky as modified teaches at least a portion of the additional 
information to the receiver for decoding of the encrypted message, wherein the portion of the 
additional information comprises a password and shift points (Yanovsky: Column 15 Line 63 - 
Column 16 Line 21 and Column 4 Line 60-61: an one-time PAD is qualified as a password and 
the associated process indeed affects the generation of the encryption keys based on the 
synchronization conditions). 

As per claim 4, Yanovsky as modified teaches the additional information comprises a 
password, an iteration value, and a symbol value, and the function executed is a hash algorithm 
(Yanovsky: Column 15 Line 63 - Column 16 Line 21, Column 5 Line 33 - 35, Column 4 Line 60 
- 61 and Column 8 Line 9 - 1 1 : (a) an one-time PAD is qualified as a password and the 
associated process indeed affects the generation of the encryption keys based on the 
synchronization conditions (b) a counter defined by a predetermined number of rounds is 
qualified as an iteration value (c) random-bits is qualified as a symbol value and (d) a function 
which is not permitting the inputs to be determined by the outputs is qualified as a hash 
function). 

As per claim 5, Yanovsky as modified teaches the first key is a piece of digital media 
(Yanovsky: Figure 1 & Column 2 Line 42 - 55 and Column 4 Line 44 - 55: a media is 
interpreted as a means of communications such as data). 
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As per claim 6, Yanovsky as modified teaches exchanging only the first key between the 
sender and the receiver (Yanovsky: Column 5 Line 45 - 65: the receiver and the sender must 
use the same key element for decryption / encryption). 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time policy as 
set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing date 
of this final action. 

Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to LONGBIT CHAI whose telephone number is (571)272-3788. The 
examiner can normally be reached on Monday-Friday 9:00am-5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Y. Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 



Application/Control Number: 10/551,397 Page 7 

Art Unit: 2431 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you 
would like assistance from a USPTO Customer Service Representative or access to the 
automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Longbit Chai/ 

Longbit Chai E.E. Ph.D 
Primary Examiner, Art Unit 2431 
11/15/2008 



